


 

Figure 327 - Partial Interaction Graph of the MISS system
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Partial Interaction Graph of the MISS system 

 



 

Figure 338 - Partial Operating Guideline Graph of the MISS System
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Partial Operating Guideline Graph of the MISS System 
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6.7  Composite Services Safety Proofs 

In this section, it is shown that by using these model checking approaches, baseline and 

extended services are safe before, during, and after composition. 

Claim 3. A baseline service s is safe, meaning it respects custom safety criteria c, before 

composition 

First, we show baseline service s to be safe with respect to custom safety criteria c. It has 

been shown that the SPIN model checker determines whether a PROMELA model 

satisfies LTL properties [84]. We already modeled baseline services using PROMELA 

and the safety criteria based on the HIPAA law using LTL. Let this model be s and the 

safety criteria be c. Only those services s that satisfies safety criteria c based on the 

results obtained by the model checker SPIN are used, therefore showing a baseline 

service s to be safe before composition ⎕ 

Claim 4. The extended service interactions among safe baseline services s1, …,sn with 

respect to their safety criteria c1, …,cm are also safe. 

Proof. Individual baseline services are shown to be safe in Claim 3. Now we prove that 

the interactions among these services are also safe with respect to our safety criteria. We 

showed previously how to generate an oWFN from a SSCL process. It has also been 

shown that the Fiona model checker can determine the safety of interacting services 

[62],[125]. Only those services that the Fiona model checker determines that satisfy the 

safety criteria are accepted, therefore the extended services interactions among safe 

baseline services is safe ⎕ 

Claim 5. The services running within the smart home are safe before, during, and after the 

composition. 

Proof.  

Claim 3 shows that baseline services are safe with respect to their safety criteria. 
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Claim 4 shows that the interactions among safe baseline services are safe with respect to 

their safety criteria. 

Services running in the environment before composition are the baseline services that 

Claim 3 shows are safe. During the composition, Claim 4 shows that these services are 

checked ensuring safety during composition. These model checking techniques are 

incorporated into our automatic composition framework. The framework only accepts 

those composite services that pass all the safety tests. Therefore, composite services are 

safe after the composition. This shows that services running within the environment are 

safe before, during, and after the composition ⎕ 

6.8  Conclusions and future work 

We present a model checking approach to ensure the safety of composite services. Services 

are divided into the categories baseline and extended. Baseline services are assumed to be 

always up and running, while extended services are more dynamic and may come and go. An 

example based on the Medicine Information Support System for smart homes is provided 

where standard safety criteria for both types of services are checked and custom safety 

criteria is checked for baseline services. 

The model checking approach for extended services is integrated with an automatic 

composition framework supporting services of heterogeneous SOAs. This formal check 

allows implementing only services proven safe. This way the safety criteria for services are 

satisfied before, during and after compositions. Examples on how to model and check these 

services are provided using the tools SPIN for baseline services and Fiona for extended 

services. 

This model checking approach for services in environments such as the smart home 

provides a stronger argument when claiming the safety of our system. This is especially 

important for composite services such as those found in smart home environments as they 

might perform critical operation or handle sensitive data. Our approach and integration into 

an automatic composition framework ensures that services are continuously fulfilling the 



160 

 

safety criteria and that only new composite services that meet the safety criteria are accepted. 

This work contributes in providing a mechanism for having safe, reliable services of 

heterogeneous SOAs using formal methods. In addition, we formally check whether 

composite services comply with applicable custom safety criteria such as healthcare laws. 

This certainly sets a higher standard for SOA development by making the use of formal 

methods a fundamental part of the composition process for service. 
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CHAPTER 7.  COMPOSITION FRAMEWORK PERFORMANCE 
EVALUATION AND ANALYSIS 

 
 

7.1  Introduction 

This chapter presents a performance analysis of our composition framework. A series of 

hypothesis are introduced, several experiments conducted under different networking 

environments, the data is collected and analyzed, and a summary on the results obtained is 

presented. Throughout this work, the details of our composition framework for services of 

heterogeneous SOAs have been described and how model checking techniques were 

incorporated to ensure the safety of composite services and their interactions. Now we 

present an analysis of the performance of the composition framework using as an example 

smart home composites services. 

The examples used to test the composition framework are based on the Medicine 

Information Support System (MISS) described in chapter 4. Three different versions of the 

MISS composite service are used in the experiments. One of composite service only uses 

OSGi services and it is identified as MISS_OSGi. Other composite service only uses WS and 

it is named MISS_WS. The last composite service is automatically generated by the 

composition framework. It combines OSGi and WS and it is called MISS_COMB. The 

execution times of these three composite services are measured under a regular and a 

constrained networking environment. For the regular network an Ethernet LAN is used while 

for the constrained a wireless mesh network (WMN). Composite services were tested under 

these two networking environments as services might be accessed from locations where 

resource might be limited such as smart homes deployed rural areas. A regular LAN network 

represents what generally is found under standard networking conditions. The WMNs have 

resource constraints and are less reliability, representing networking conditions where 

resources might be more limited. Several experiments were designed and conducted based on 

the following hypothesis: 

Hypothesis 1. A regular LAN network performs better than a WMN 
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Hypothesis 2. Given the three implementations of the same composite service: 

MISS_OSGi, MISS_WS and MISS_COMB; MISS_OSGi will have the best execution 

time performance, followed by MISS_COMB, and MISS_WS will have the worst 

execution time performance. 

Hypothesis 3. Given three implementations of the same composite service: MISS_OSGi, 

MISS_WS and MISS_COMB; MISS_COMB will show less variability, followed by 

MISS_OSGi and finally the MISS_WS will have more variability. 

Hypothesis 4. A WMN has more variability that a regular LAN network. 

7.2  Experiment Setup 
 

We set up two environments to test the composition framework. The first environment is 

regular Ethernet LAN. The second environment is a WMN. The details of each experiment 

setup are provided next. 

7.2.1  Regular Network Setup 

For the experiments under a regular network, the server used is a Dell Dimension 9200 with 

Windows Vista as its operating system. The server provides supports for OSGi and WS. The 

OSGi framework used is knopflerfish version 2.2.0. This machine also runs a customized 

version of Apache jUDDI UDDI server with Apache Tomcat 5.5 as the HTTP server. 

The client machine is a Dell Optiplex GX280 PC with Windows XP as its operating 

system. The OSGi framework used is knopflerfish version 2.2.0 with the automatic 

composition framework already installed. 

These machines are under the Ethernet LAN of the Department of Computer Science at 

Iowa State University, which provides the regular networking environment. A set of four 

experiments are conducted. One experiment measures the time taken by our automatic 

composition framework to create a composite service of MISS that combines OSGi and WS. 

Another experiment measures the execution time of MISS_OSGi. Another experiment tracks 
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the execution time of MISS_WS. Finally, the execution time of MISS_COMB is measured. 

Each experiment is repeated at least a 100 times. 

7.2.2  Wireless Mesh Network Setup 

For the experiments under the WMN, the server is a Dell Optiplex GX280 with Windows XP 

as its operating system. This machine has two wireless interfaces one used for upstream 

another for downstream. The server provides supports for OSGi and WS. The OSGi 

framework used is knopflerfish version 2.2.0. This machine also runs the customized Apache 

jUDDI UDDI server with Apache Tomcat 5.5 as the HTTP server. 

The client machine is a Dell Optiplex GX280 PC with Windows XP as its operating 

system. This machine also has two wireless interfaces one for upstream the other for 

downstream. The OSGi framework used in this machine is knopflerfish version 2.2.0 with 

the composition framework already installed. 

To set up the WMN network infrastructure experiments, four computers are used: the 

server, the client, and two machines in the middle that forward packets between the client 

and the server. The Microsoft Research Wireless Mesh Toolkit [126] is installed in all the 

mesh machines to support wireless mesh network connectivity. Under the WMN, the same 

four experiments as in the regular network are conducted measuring their execution time. An 

experiment that measures the execution time of MISS_OSGi, another that tracks MISS_WS, 

the time taken by our automatic composition framework to create a composite service and the 

execution time of MISS_COMB. Each experiment is repeated at least a 100 times. 

7.3  Overhead of the Composition Framework 

This section shows the results of the time taken by the composition framework to create the 

composite service that implements MISS. The execution time of the following activities is 

measured: parsing and binding, model check, code generation, and creating the bundle. The 

parsing and binding activity includes parsing the SSCL file, querying the UDDI registry, 

getting the services binding information and binding to the services. The model checking 

activity includes the creation of the oWFN and performing the services interactions checks 

using the Fiona model checker as described in Chapter 6. The code generation activity 
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involves translating the SSCL orchestration code into executable Java code, the creation of 

the service interface, the manifest file, and the activator class. The create bundle activity 

takes the generated Java code, the service interface, the activator class, and the manifest file 

and compiles it all, creates the service JAR file and installs the new service into the OSGi 

framework. Figure 7.1 shows a summary of the average time taken by each activity for the 

experiments run under a regular networking environment and a WMN. 

 

Figure 34 - Composition time overhead for MISS 

For both cases, the figure show that the activity that consumes more time is parsing and 

binding. It also shows that there is significant difference in the parsing activity between the 

regular LAN network and the WMN. For the other activities, their time differences are 

almost similar. We believe a reason for this difference is the fact that the parsing activity 

includes network operations such as querying the UDDI server, fetching the services, and 

binding to them, which can take longer for networks with resource constraints like the WMN. 
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These results show evidence in support of hypothesis 1, that the regular network performs 

better than the WMN. 

7.4  Total Parse Time 

It is important to study the total time it takes to create a composite service as this operation 

imposes overhead. For that reason, a careful look at the parsing process of our composition 

framework is taken as this activity took the longest time to. The parsing process has the 

following activities: parsing, discovery, binding to the services, download the bundles JAR 

files, and generating WS stub code. The parsing activity reads data from the SSCL file to 

produce the executable Java code. The discovery queries the UDDI registry to get the 

binding information of the services. The binding activity gets the actual service and binds to 

it. The file download measures the average time to download the bundle JAR file for services 

provided in OSGi. The WS stub creation records the time to generate the stub code to 

communicate with a WS. The results of the parsing process under both networks are shown 

in Figure 7.2. 

As shown in the figures, on average most activities consumes a relatively small amount 

of time with the exception of binding. The binding activity, use the partnerLinkTypes info in 

the SSCL file to get the services interface name, query the UDDI registry and use the 

services information to locate them and bind to them. As this activity does several 

networking operations, we believe this is the key factor for these differences. The fact that 

this activity executes faster under a regular LAN network than under a WMN, provides 

evidence in support of Hypothesis 1. 
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Figure 35 - Parse and binding overhead 
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includes the minimum and maximum. From the figure, it can be observed that MISS_OSGi 

has the best execution time performance, MISS_COMB had the second best performance 

while MISS_WS had the worst performance. The fact that WS are slower that OSGi, but are 

more popular and widely used, gives an upper bound on the acceptable execution time. 

0

500

1000

1500

2000

2500

3000

3500

4000

4500

5000

Parsing Discovery Binding File 

Download

WS Stub 

Creation

TOTAL

T
im

e
 (

m
s.

)

Parsing Stage

REGULAR LAN

WMN



167 

 

Having reduced the execution time from the worst-case scenario by introducing 

heterogeneous services, we believe is a great accomplishment. MISS_COMB also is closer to 

MISS_OSGi than to MISS_WS. These results provide evidence in support of hypothesis 2. 

The data for variability shows also that MISS_OSGI and MISS_COMB standard deviation 

and minimum/maximum ranges are close. It also shows MISS_COMB with less variability. 

Both MISS_OSGI and MISS_COMB show less variability than MISS_WS. These results 

provide evidence in support of hypothesis 3. 

 

Figure 36 - Composite services in a regular network with their standard deviation. 
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Figure 37 - Composite services in a regular network with their minimum and maximum. 
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Figure 38 - Composite services in a WMN with their standard deviation. 

 

Figure 39- Composite services in a WMN network with their minimum and maximum. 
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Figure 7.7 shows the result of the analysis of the performance of the MISS_OSGi 

composite service implementation in each type of network, with their respective standard 

deviations. Figure 7.8 show a summary with the minimum and maximum range values. The 

figures show that the MISS_OSGi composite service performs better under a regular network 

showing evidence that supports hypothesis 1. In terms of variability, it is observed that the 

standard deviation is bigger for the WMN environment. The minimum, maximum range is 

also wider for the WMN, results that sustain hypothesis 4 that the WMN shows more 

variability.  

 

 

Figure 40 - MISS_OSGi in a regular network and a WMN with their std. deviation. 
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Figure 41 - MISS_OSGi in a regular network and a WMN with their minimum and 

maximum. 

Figure 7.9 shows the performance analysis of the MISS_COMB composite service 

implementation under each type of network, with their respective standard deviations. Figure 

7.10 shows a summary with the minimum and maximum values. Notice from the figures that 

the MISS_COMB composite service performs better under a regular network than under a 

WMN as evidence for hypothesis 1. With respect to variability, the standard deviation is 

bigger for the WMNs as well as the minimum, maximum range, showing evidence in favor 

of hypothesis 4, that WMN have more variability. 
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Figure 42 - MISS_COMB in a regular network and a WMN with their std. deviation 

 

Figure 43 - MISS_COMB in a regular network and a WMN with their minimum and 

maximum 
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Figure 7.11 summarizes the performance results for the MISS_WS composite 

implementation in each type of network with their respective standard deviations. Figure 7.12 

shows the minimum and maximum range. As in the previous two cases, it is observed from 

the figures that the MISS_WS composite service performs better under a regular network in 

support of hypothesis 1. MISS_WS presents the case with the biggest difference in 

performance, having the service deployed in a WMN taking about three times as much time 

to execute compared to the same service deployed in a regular network. This evidence is the 

strongest in support of hypothesis 1. With respect to variability, the standard deviation is 

bigger for the WMNs as well as the minimum, maximum range. Again, MISS_WS under a 

WMN provides the biggest difference of all cases, providing evidence that supports 

hypothesis 4 that the WMN introduces more variability. 

 

 

Figure 441 - MISS_WS in a regular network and a WMN with their standard deviation 
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Figure 45 - MISS_WS in a regular network and a WMN with their minimum and 

maximum 

 

Based on our hypothesis and the results obtained from our experiments we conclude that:  
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• Hypothesis 3 holds as the implementation with less variability under both types of 

network is MISS_COMB in our experiments 

• Hypothesis 4 holds as the WMN introduced more variability that a regular network in our 

experiments.  



176 

 

CHAPTER 8.  CONCLUSIONS AND FUTURE WORK 
 
 

This chapter summarizes our work, contributions, and present future work. 

8.1  Summary 

Pervasive environments such as the Smart Home rely on the SOC paradigm for the 

development of services and applications. Different SOA standards have been proposed and 

developed following the SOC principles of language-independence and platform-

independence. However, interactions among services of heterogeneous SOAs are a non-

trivial task. As the number of services and the complexity of applications increases, 

combining them becomes more necessary. The goal of this work is to provide a framework 

that automatically creates composite services supporting heterogeneous SOAs, uses model 

checking techniques to ensure the safety of composite services and their interactions, and has 

acceptable performance. Pervasive computing environments such as the smart home services 

would benefit of this type of solution as it can reduce the development time, cost, and 

learning curve. 

We present a set of fundamental services such as a notification, medicine management, 

and a middleware service as an example. The Medicine Information Support System (MISS) 

is used as our main composite service example in the discussions throughout this dissertation. 

The details of our composition framework for services of heterogeneous SOAs are provided. 

At a high level, our framework operates as follows: a description of the composite service is 

provided using the simple XML-based language SSCL, the framework searches for services 

within the context or look for them in a customized service registry, gets the binding 

information, checks the safety of the composite service, and automatically generates the 

implementation. A set of safety criteria is defined and the composition framework checks 

that composite services and their interactions comply with it. For checking compliance, 

formal software analysis techniques of model checking are integrated into our composition 

framework. Based on their characteristics services are divided into baseline and extended. A 

semi-automatic approach for checking baseline services is presented along with an automatic 

approach for checking extended services. A performance analysis is provided which 
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compares the execution times of composite services using different composition strategies. 

The examples used are based on MISS and details on the different composites using current 

composition techniques are compared with the composite services generated automatically 

by our composition framework. A comparison of the execution performance of these services 

is provided. The experiment measured the overhead that the composition process adds. These 

experiments were conducted under two networking environments: a regular LAN network 

and a wireless mesh network. The two networking environments are used to contrast how the 

composition framework would perform under regular network condition and under a 

constrained networking environment. 

8.2 Contributions 

The key contributions of this work are: 

• A set of requirements and capabilities for scripting languages used for orchestrations 

with a justification of why we understand these should be part of any SOA standard. 

• The design, implementation, and testing of a set of essential services for pervasive 

environments such as the smart home. 

• A language for specifying the workflow of composite services called the Simple 

Service Composition Language (SSCL). The SSCL language provides is platform, 

language, and SOA independence. It is inspired in existing technologies, complies 

with the requirements we established for scripting languages for orchestrations 

providing also SOA-independence, allowing for compositions of services of 

heterogeneous SOAs. 

• A customized universal service registry where services information such the 

description and binding information can be stored, searched, and retrieved. This 

registry allows registering services of heterogeneous SOAs and is essential for our 

framework to work automatically. 
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• The SSCL2OSGi composition framework, that accepts SSCL files as input and 

automatically produces an OSGi service that implements the composite using services 

of heterogeneous SOAs. The framework automatically searches the services, 

performs a safety check, creates the composite service using services from 

heterogeneous SOAs, installs the composite service, and deploys it. 

• A combined model-checking approach for checking the safety of baseline and 

extended services. Baseline services are checked for compliance with standard and 

custom safety criteria in a semi-automated way. Extended services are checked for 

standard safety criteria in a fully automated way. The automatic check for extended 

services is integrated as part of the composition framework. Only services that pass 

all the safety checks are implemented. 

• SSCL is a language inspired in WS-BPEL and SCDL. We claim and justify that the 

semantic of SSCL and WS-BPEL are compatible and that the design of SSCL allows 

translating SSCL files into oWFN. Compatibility among SSCL files and WS-BPEL 

files is defined. We claim and show that the oWFN produced from a WS-BPEL file 

and a compatible SSCL file are the same. With these results, it is shown that the 

composition framework can be used with SSCL, produce an oWFN model of 

composite services, and use existing tools to analyze oWFN. 

• A performance study of the composition framework execution time and the overhead 

it adds. Several examples are provided by creating different composite services. The 

execution times of these different composite services are compared. These 

composites are deployed under a regular network and under a WMN constrained 

environment. A detailed analysis and a summary of the performance results are 

provided. 

8.3 Future Work 

• Extend the composition framework to support other SOAs and test the performance 

of these additions 
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• Extend SSCL to support other commands without compromising its simplicity and 

SOA independence. 

• Extend the formal analysis to have automated modeling of baseline services 
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APPENDIX A. Formal Syntax of SSCL 
 
 
 
Syntax of SSCL 
 
Notation: 
O(x) ::= empty | x 
#(x) ::= any number of x 
P(x) ::= x #(x) 
U(x,y) ::= any order of x and y 
 
 
SSCL ::= U(O(PartnerLinkTypes), O(PartnerLinks), O(Variables), O(Activities)) 
 
PartnerLinkTypes ::= “<parnerLinkTypes>” P(PartnerLinkType) “</parnerLinkTypes>” 
 
PartnerLinkType ::= “<partnetLinkType name =” serviceInterfaceName “/>” 
 
PartnerLinks ::= “<partnerLinks>” P(PartnerLink) “</partnerLinks>” 
 
PartnerLink ::= “<partnerLink name =” serviceName “partnerLinkType =” 
serviceInterfaceName “/>” 
 
Variables ::= “<variables>” P(Variable) “</variables>” 
 
Variable::= “<variable name =” variableName “type =”xsd:TYPE “/>” 
 
Activities ::= P(basic-activities | structured-activities) 
 
Basic-activities ::= Invoke | Assign  
 
Structured-activities ::= Sequence | If | While | RepeatUntil |ForEach  
 
Invoke ::= “<invoke" invoke-attributes “>" “</invoke>" 
 
Invoke-attributes ::= U( partnerLink, operation, O(inputVariable), O(outputVariable) ) 
 
Assign ::= “<assign>" P( copy) “</assign>" 
 
Copy ::= “<copy>" From To “</copy>" (the definition of "from" and "to" are skipped here) 
 
From ::= “<from>” copyConstant | copyVariable “</from>” 
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To ::= “<to variable =” copyToVariable ”/>” 
 
Sequence ::= “<sequence>" Activities “</sequence>" 
 
If ::= “<if >" Condition Activities #(elseif) O(else) “</if>" 
 
Condition ::= “<condition>” Boolean | not operand | Comparison “</condition>” 
 
Boolean ::= true | false 
 
Comparison ::= leftOperand conditionSymbol rightOperand 
 
ConditionSymbol ::=  < | <= | == | >= | > | or | and 
 
While ::= “<while>" Condition Activities“</while>" 
 
RepeatUntil ::= “<repeatUntil>" Activities Condition “</repeatUntil >" 
 
forEach ::= “<forEach counterName =” counterName “>" U(StartCounterValue, 
FinalCounterValue, Scope “</forEach>" 
 
StartCounterValue ::= “<startCounterValue>” value “</startCounterValue>” 
 
FinalCounterValue ::= “<finalCounterValue>” value “</finalCounterValue>” 
 
Scope ::= “<scope>" scope-elements “</scope>" 

Scope-elements ::= U(O(partnerLink),O(variables), Activities ) ⎕ 
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APPENDIX B. MISS Workflow in SSCL 
 

 
<!-- SSCL file of the MISS system--> 

<process name="MISSSSCL"> 

<!-- ~~~~~~~     PARTNER LINK TYPE DEFINITION ~~~~~~~~~~~~~~~~~~~~~~~~~ --> 

<partnerLinkTypes> 

<partnerLinkType name="MISSSSCL"/> 

     <partnerLinkType name="PharmacyService"/> 

 <partnerLinkType name="SpeechService"/> 

 <partnerLinkType name="MCDService"/> 

 <partnerLinkType name="RFIDService"/> 

 <partnerLinkType name="MedicineSHService"/> 

 <partnerLinkType name="NotificationService"/> 

</partnerLinkTypes> 

<!-- PARTNERLINKS DEFINITIONS --> 

<partnerLinks> 

<partnerLink name="client" partnerLinkType="MISSSSCL"/> 

 <partnerLink name="pharmacyService" partnerLinkType="PharmacyService"/> 

 <partnerLink name="speechService" partnerLinkType="SpeechService"/> 

 <partnerLink name="mcdService" partnerLinkType="MCDService"/> 

 <partnerLink name="rfidService" partnerLinkType="RFIDService"/> 

 <partnerLink name="medSHService" partnerLinkType="MedicineSHService"/> 

 <partnerLink name="notificationService" partnerLinkType="NotificationService"/> 

</partnerLinks>  

<!-- VARIABLES   ====================================================  --> 

<variables> 

<variable name="input" type="xsd:string"/> 

       <variable name="output" type="xsd:string"/>   

 <variable name="rfidTag" type="xsd:string"/>   
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 <variable name="pharmacyTag" type="xsd:string"/>         

 <variable name="firstName" type="xsd:string"/> 

 <variable name="lastName" type="xsd:string"/> 

 <variable name="newPrescription" type="xsd:string"/> 

 <variable name="quantity" type="xsd:string"/> 

 <variable name="frequency" type="xsd:string"/> 

       <variable name="duration" type="xsd:string"/> 

       <variable name="options" type="xsd:string"/> 

       <variable name="comments" type="xsd:string"/>   

       <variable name="oldPrescription" type="xsd:string"/> 

       <variable name="food" type="xsd:string"/> 

       <variable name="condition" type="xsd:string"/> 

       <variable name="hasConflicts" type="xsd:boolean"/> 

       <variable name="speakMessage" type="xsd:string"/> 

       <variable name="conflictString" type="xsd:string"/> 

 <variable name="noConflictString" type="xsd:string"/> 

 <variable name="email" type="xsd:string"/> 

</variables>  

<!-- ORCHESTRATION LOGIC ============================================== --> 

<sequence name="main"> 

<invoke partnerLink="rfidService" operation="getRFIDTag" outputVariable="rfidTag"/> 

       <invoke partnerLink="pharmacyService" operation="setTag" inputVariable="rfidTag"/> 

       <invoke partnerLink="pharmacyService" operation="getFirstName" outputVariable="firstName"/> 

       <invoke partnerLink="pharmacyService" operation="getLastName" outputVariable="lastName"/> 

<invoke partnerLink="pharmacyService" operation="getMedicineName" 
outputVariable="newPrescription"/> 

       <invoke partnerLink="pharmacyService" operation="getQuantity" outputVariable="quantity"/> 

       <invoke partnerLink="pharmacyService" operation="getFrequency" outputVariable="frequency"/> 

       <invoke partnerLink="pharmacyService" operation="getDuration" outputVariable="duration"/> 



195 

 
       <invoke partnerLink="pharmacyService" operation="getOptions" outputVariable="options"/> 

       <invoke partnerLink="pharmacyService" operation="getComments" outputVariable="comments"/> 

 <assign> 

  <copy> 

   <from>Xanax</from> 

   <to variable="oldPrescription"/> 

  </copy> 

 </assign> 

 <assign> 

<copy> 

   <from>milk</from> 

   <to variable="food"/> 

  </copy> 

 </assign> 

<assign> 

 <copy> 

  <from>diabetes</from> 

  <to variable="condition"/> 

</copy> 

</assign> 

<assign> 

<copy> 

<from>Congratulations, no conflicts has been found!</from> 

<to variable="noConflictString"/> 

 </copy> 

</assign> 

<assign> 

<copy> 

<from>Warning, a conflict has been found!</from> 
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<to variable="conflictString"/> 

 </copy> 

</assign> 

<assign> 

<copy> 

  <from>josemreyes@gmail.com </from> 

<to variable="email"/> 

</copy> 

</assign> 

<invoke partnerLink="mcdService" operation="checkMedicinesConflicts" 
inputVariable="newPrescription, oldPrescription" outputVariable="hasConflicts"/> 

<invoke partnerLink="mcdService" operation="checkConditionsConflicts" 
inputVariable="newPrescription, condition" outputVariable="hasConflicts" /> 

<invoke partnerLink="mcdService" operation="checkFoodConflicts" inputVariable="newPrescription, 
food" outputVariable="hasConflicts"/>   

<if> 

<condition> 

hasConflicts 

</condition> 

        <invoke partnerLink="speechService" operation="speak" inputVariable="conflictString"/> 

<invoke partnerLink="notificationService" operation="emailandtext" inputVariable="email, 
conflictString"/>    

<else> 

<invoke partnerLink="speechService" operation="speak" inputVariable="noConflictString"/> 

<invoke partnerLink="notificationService" operation="emailandtext" inputVariable="email, 
noConflictString"/> 

</else> 

</if>   

<invoke partnerLink="medSHService" operation="setTag" inputVariable="rfidTag"/> 

<invoke partnerLink="medSHService" operation="setFirstName" inputVariable="firstName"/> 

<invoke partnerLink="medSHService" operation="setLastName" inputVariable="lastName"/> 
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<invoke partnerLink="medSHService" operation="setMedicineName" inputVariable="newPrescription"/> 

<invoke partnerLink="medSHService" operation="setQuantity" inputVariable="quantity"/> 

<invoke partnerLink="medSHService" operation="setFrequency" inputVariable="frequency"/> 

<invoke partnerLink="medSHService" operation="setDuration" inputVariable="duration"/> 

<invoke partnerLink="medSHService" operation="setOptions" inputVariable="options"/> 

<invoke partnerLink="medSHService" operation="setComments" inputVariable="comments"/> 
  

<invoke partnerLink="medSHService" operation="updateMedicinesDB"/> 

</sequence> 

</process> 
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APPENDIX C. MISS Model in PROMELA 
 

typedef covered_entity { 

/* This record will define the general categories of the different requirements that a covered entity must fulfill in 
order to obey the HIPAA law. 

*  Boolean values are used to represent this compliance or lack of it. 

*  Type indentifies the category to which the the requestor belongs: 1- individual; 2- covered entity; 3- 
government related  */ 

byte type;  

bool patientReqs; 

bool adminReqs; 

} 

 

typedef patient_record { 

/* Boolean values represent what data exits in the covered entity's record and what is being forwarded. */   

bool patient_data; 

bool restricted_data; 

} 

/* Definition of the channels to be used for transmiting the data */ 

chan mcdChannel = [5] of {byte, bool}; 

chan startDoctor = [5] of {bool}; 

chan doctor2pharmacy = [5] of {byte, bool}; 

chan pharmacy2sh = [5] of {byte, bool}; 

chan requestDoctor = [5] of {byte, patient_record}; 

chan requestPharmacy = [5] of {byte, patient_record}; 

chan requestSH = [5] of {byte, patient_record}; 

/* Definition of the different convered entities. Declared global to check for compliance */ 

covered_entity doctorCE; 

covered_entity pharmacyCE; 

covered_entity shCE; 
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/*Variable to track succesful/unsuccesful execution of subsystems */ 

bool doctorFinished; 

bool pharmacyFinished; 

bool shFinished; 

/*Variables for MCD */ 

byte category; 

bool response; 

/*Variables for RequestData for tracking purposes*/ 

byte requestor; 

bool patientData; 

bool restrictedData; 

/*Variables for timeliness, completeness and notifications */ 

bool timeliness; 

bool completeness; 

bool notification; 

active proctype mcd (){ 

/* Receive the prescription non-deterministically send true/false */ 

bool message; 

mcdChannel?category,message; 

if 

:: response = true; 

:: response = false; 

fi; 

mcdChannel!category, response;   

} 

active proctype doctor () { 

bool start; 

doctorFinished = false; 

doctorCE.type = 2; 
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if 

:: doctorCE.patientReqs = true 

:: doctorCE.patientReqs = false 

fi; 

if 

:: doctorCE.adminReqs = true; 

:: doctorCE.adminReqs = false; 

fi; 

patient_record prescription, rec; 

prescription.patient_data = true; 

if 

:: prescription.restricted_data = true; 

:: prescription.restricted_data = false; 

fi;   

if 

::true; 

mcdChannel!1,prescription.patient_data;   

mcdChannel?category,response; 

if 

::response -> 

if 

::notification = true; 

::notification = false; 

fi; 

::else; 

fi; 

doctor2pharmacy!1,prescription.patient_data; 

::requestDoctor?category,rec; 

requestDoctor!category,prescription; 
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fi; 

doctorFinished = true; 

} 

active proctype pharmacy () { 

bool prescriptionData; 

pharmacyCE.type = 2; 

pharmacyFinished = false; 

if 

:: pharmacyCE.patientReqs = true 

:: pharmacyCE.patientReqs = false 

fi; 

if 

:: pharmacyCE.adminReqs = true; 

:: pharmacyCE.adminReqs = false; 

fi; 

patient_record prescription, rec;   

if 

:: prescription.restricted_data = true; 

:: prescription.restricted_data = false; 

fi; 

if 

::doctor2pharmacy?category,prescriptionData; 

prescription.patient_data = prescriptionData;   

mcdChannel!2,prescription.patient_data; 

mcdChannel?category, response; 

    if 

::response -> 

if 

::notification = true; 
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::notification = false; 

fi; 

::else; 

fi; 

pharmacy2sh!2,prescription.patient_data; 

 

::requestPharmacy::requestPharmacy?category,rec; 

requestPharmacy!category,prescription; 

fi; 

pharmacyFinished = true; 

} 

 

active proctype smart_home (){ 

bool prescriptionData; 

shFinished = false; 

shCE.type = 2; 

if 

:: shCE.patientReqs = true 

:: shCE.patientReqs = false 

fi; 

if 

:: shCE.adminReqs = true; 

:: shCE.adminReqs = false; 

fi; 

patient_record prescription, rec;  

if 

:: prescription.restricted_data = true; 

:: prescription.restricted_data = false; 

fi; 
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/*Indicates the end of the MISS system model */  

endMISS: 

/* Receiving the prescription from the pharmacy's module */ 

if 

::pharmacy2sh?category,prescriptionData; 

prescription.patient_data = prescriptionData;   

mcdChannel!2,prescription.patient_data; 

mcdChannel?category, response; 

if 

::response -> 

   if 

::notification = true; 

::notification = false; 

        fi; 

     ::else; 

     fi; 

  :requestSH?category,rec; 

   requestPharmacy!category,prescription; 

  fi; 

if 

::timeliness = true; 

::timeliness = false; 

fi; 

if 

::completeness = true; 

::completeness = false; 

fi; 

if 

::notification = true; 
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::notification =false; 

fi; 

shFinished = true; 

} 

active proctype requestData(){ 

patient_record record;   

do::  

 if 

  : requestor = 1; 

:: requestor = 2; 

:: requestor = 3; 

fi; 

if 

:: requestDoctor!requestor,record ->  

requestDoctor?requestor,record; 

:: requestPharmacy!requestor,record ->  

requestPharmacy?requestor,record; 

:: requestSH!requestor,record ->  

requestSH?requestor,record; 

fi; 

patientData = record.patient_data; 

restrictedData = record.restricted_data; 

od 

} 

init { 

run mcd(); 

run doctor(); 

run pharmacy(); 

run smart_home(); 
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run  requestData(); 

} 
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APPENDIX D. MISS Model in oWFN 
 

{ 

net size:     |P|=50, |P_in|= 12, |P_out|= 24, |T|=13, |F|=62 

} 

 

PLACE 

  INTERNAL 

    p1, p2, p3, p4, p5, p6, p7, p8, p9, p10, p11, p12, p13, p14; 

 

  INPUT 

    in.mcdService.checkConditionsConflicts {$ MAX_OCCURRENCES = 1 $}, 

    in.mcdService.checkFoodConflicts {$ MAX_OCCURRENCES = 1 $}, 

    in.mcdService.checkMedicinesConflicts {$ MAX_OCCURRENCES = 1 $}, 

    in.pharmacyService.getComments {$ MAX_OCCURRENCES = 1 $}, 

    in.pharmacyService.getDuration {$ MAX_OCCURRENCES = 1 $}, 

    in.pharmacyService.getFirstName {$ MAX_OCCURRENCES = 1 $}, 

    in.pharmacyService.getFrequency {$ MAX_OCCURRENCES = 1 $}, 

    in.pharmacyService.getLastName {$ MAX_OCCURRENCES = 1 $}, 

    in.pharmacyService.getMedicineName {$ MAX_OCCURRENCES = 1 $}, 

    in.pharmacyService.getOptions {$ MAX_OCCURRENCES = 1 $}, 

    in.pharmacyService.getQuantity {$ MAX_OCCURRENCES = 1 $}, 

    in.rfidService.getRFIDTag {$ MAX_OCCURRENCES = 1 $}; 

 

  OUTPUT 

    out.mcdService.checkConditionsConflicts {$ MAX_OCCURRENCES = 1 $}, 

    out.mcdService.checkFoodConflicts {$ MAX_OCCURRENCES = 1 $}, 

    out.mcdService.checkMedicinesConflicts {$ MAX_OCCURRENCES = 1 $}, 

    out.medSHService.setComments {$ MAX_OCCURRENCES = 1 $}, 
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    out.medSHService.setDuration {$ MAX_OCCURRENCES = 1 $}, 

    out.medSHService.setFirstName {$ MAX_OCCURRENCES = 1 $}, 

    out.medSHService.setFrequency {$ MAX_OCCURRENCES = 1 $}, 

    out.medSHService.setLastName {$ MAX_OCCURRENCES = 1 $}, 

    out.medSHService.setMedicineName {$ MAX_OCCURRENCES = 1 $}, 

    out.medSHService.setOptions {$ MAX_OCCURRENCES = 1 $}, 

    out.medSHService.setQuantity {$ MAX_OCCURRENCES = 1 $}, 

    out.medSHService.setTag {$ MAX_OCCURRENCES = 1 $}, 

    out.medSHService.updateMedicinesDB {$ MAX_OCCURRENCES = 1 $}, 

    out.notificationService.emailandtext {$ MAX_OCCURRENCES = 2 $}, 

    out.pharmacyService.getComments {$ MAX_OCCURRENCES = 1 $}, 

    out.pharmacyService.getDuration {$ MAX_OCCURRENCES = 1 $}, 

    out.pharmacyService.getFirstName {$ MAX_OCCURRENCES = 1 $}, 

    out.pharmacyService.getFrequency {$ MAX_OCCURRENCES = 1 $}, 

    out.pharmacyService.getLastName {$ MAX_OCCURRENCES = 1 $}, 

    out.pharmacyService.getMedicineName {$ MAX_OCCURRENCES = 1 $}, 

    out.pharmacyService.getOptions {$ MAX_OCCURRENCES = 1 $}, 

    out.pharmacyService.getQuantity {$ MAX_OCCURRENCES = 1 $}, 

    out.pharmacyService.setTag {$ MAX_OCCURRENCES = 1 $}, 

    out.rfidService.getRFIDTag {$ MAX_OCCURRENCES = 1 $}; 

 

 

INITIALMARKING 

  p2: 1 {initial place}; 

 

FINALMARKING 

  p1 {final place}; 

 

TRANSITION t1 { output } 
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  CONSUME p2; 

  PRODUCE out.rfidService.getRFIDTag, p3; 

 

TRANSITION t2 { input/output } 

  CONSUME in.pharmacyService.getLastName, p5; 

  PRODUCE out.pharmacyService.getMedicineName, p6; 

 

TRANSITION t3 { input/output } 

  CONSUME in.pharmacyService.getQuantity, p7; 

  PRODUCE out.pharmacyService.getFrequency, p8; 

 

TRANSITION t4 { input/output } 

  CONSUME in.pharmacyService.getFrequency, p8; 

  PRODUCE out.pharmacyService.getDuration, p9; 

 

TRANSITION t5 { input/output } 

  CONSUME in.pharmacyService.getDuration, p9; 

  PRODUCE out.pharmacyService.getOptions, p10; 

 

TRANSITION t6 { input/output } 

  CONSUME in.pharmacyService.getOptions, p10; 

  PRODUCE out.pharmacyService.getComments, p11; 

 

TRANSITION t7 { input/output } 

  CONSUME in.pharmacyService.getComments, p11; 

  PRODUCE out.mcdService.checkMedicinesConflicts, p12; 

 

TRANSITION t8 { input/output } 

  CONSUME in.mcdService.checkMedicinesConflicts, p12; 
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  PRODUCE out.mcdService.checkConditionsConflicts, p13; 

 

TRANSITION t9 { input/output } 

  CONSUME in.pharmacyService.getMedicineName, p6; 

  PRODUCE out.pharmacyService.getQuantity, p7; 

 

TRANSITION t10 { input/output } 

  CONSUME in.mcdService.checkConditionsConflicts, p13; 

  PRODUCE out.mcdService.checkFoodConflicts, p14; 

 

TRANSITION t11 { input/output } 

  CONSUME in.mcdService.checkFoodConflicts, p14; 

  PRODUCE out.medSHService.setComments, out.medSHService.setDuration, 
out.medSHService.setFirstName, out.medSHService.setFrequency, out.medSHService.setLastName, 
out.medSHService.setMedicineName, out.medSHService.setOptions, out.medSHService.setQuantity, 
out.medSHService.setTag, out.medSHService.updateMedicinesDB, out.notificationService.emailandtext, 
p1; 

 

TRANSITION t12 { input/output } 

  CONSUME in.pharmacyService.getFirstName, p4; 

  PRODUCE out.pharmacyService.getLastName, p5; 

 

TRANSITION t13 { input/output } 

  CONSUME in.rfidService.getRFIDTag, p3; 

  PRODUCE out.pharmacyService.getFirstName, out.pharmacyService.setTag, p4; 

{ END OF FILE } 


